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Quero

Advertising is the art of convincing people to
spend money they don't have for something

they don't need.
Will Rogers
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%ero What is Quero

Quero iIs an add-on for Windows Internet Explorer 5.5+

Quero Is a combined navigation/search/find toolbar

Quero i1s an ad blocker

Quero iIs a set of Browser Helper Objects written in VC++

CQueroBand : 10bjectWithSite, IDeskBand, IInputObject

CQueroFilter : lInternetProtocol, IInternetProtocolSink
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%&’TO Web Attacks

Categories

= Malicious code execution / injection

* |Information disclosure / identitiy theft / spyware
» Intrusive advertising / adware

Methods

= Vulnerability-based (browser / Web app / input validation
/ SQL injection / XSS / session hijacking, etc.)

= Configuration mistakes (directory browsing, source code
disclosure, etc.)

= Social Engineering (Phishing)
= Obfuscation (polymorphism)
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%6]‘0 Dimensions

= Medium

= text, Image, video, audio
= Size
Integration with Web page
* |nteractivity
= |ntrusiveness
= Privacy Impact




UYO Banners Cretwatchersc
Real Estate

Stop Diaking. Start Living.

FIND OUT

HOW YOU
CAN LOSE
WEIGHT

MONUMENTAL

HOLIDAY DEALS ©

LOST 57.2LB5*
WEIGHT WATCHERS
MNE.

Click the overbearing mother-in-law LEARN MORE (&
to hear what she sounds like

in an IKEA kitchen.

fWEightWatchErs:;d

Stop Dieking. Stark Living.

aircanada.com




Video ads

AnnTaylor.com

- i IN THEATERS
EERNOVENMBER 17, 2006

YALE
y

WATCH THE TRAILER NOW

www.CasinoRoyaleMovie.com
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UCYO Textads

Get yours today for only 5397 USD with a 100%
MoneyBack Guarantee

CEI d i I Ia c F{ ContentLink™ Advertizement

‘d"" Post Reply Free Spyware Scan. Save your PC from Harmful

Loading Spyware. 100% Free
B 10-05-06, 01:38 AM
/\ -~ fomesilll @ Special: 10,000 Visitors Only $7.99 Traffic Includes Free
l \ Cadillac Owners Fanatic 24T Stats

Cadillac(s): 1996 Cadillac Seville STS (164k]
Ml 8 LT H S T

get rid of contentlink?

does anyone know how to get rid of annoying content link

randomly put in messages. | knew how to get nd of the old link Want to Quit your Job?
junk, intellitxt i believe. but this new one has me fondled. OocCc Make 3k-5k per Week

- L From Home. See How

"l "m www.dmeadath.com

Debt Consolidation International VWholesale Bad Credit Loans

Meed help with debt consolidation? Thousands of Prequalified Suppliers Dont Let a Bad Score Stop You -

Feceive free information & advice. Trade Leads, Products & Companies Fefinance ar Apply for a Loan Today

wiww debtreliefusa.org www Alibaba.com WWW . SUDErpages. com

Sponsored Links
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UETO Pop-ups

" JBEM - Windows Internet Explorer
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UEYO Sticky ads
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YOURS IS HERE |%:'III|;|:;:':'IEIEN| ;]ﬁ
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800-858-2035 15
400-884-9428
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UYO Ad Games

YOU COULD

1000

visa .ca

¥ ROLL OVER FOR DETALS

Wie heilit die NewDehi oo B[ pakng |
Hauptstadt yo'China? ¢[ we | D[ s |
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%ero Interstitials

ﬁm' + Continue to IGN.com: Video Games, Cheats, Movies and More

NDAYS
WAYS
By
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UEYO ContentSponsering

: ADVERTORIAL:=
B MuseumsQuartier Wien

Das MuseumsQuartier
Wien ist ein einzigartiges
und atemberaubendes
Areal zeitgendssischer
kKunst und Kultur

Bezahlte Werbung

ADVERTORIAL=

: E FONDS-SPEZIAL

: Immobilienfonds mit Vertrauens-Malus
: [3]
[ Die US-Immo- und -
Finanzkrise |3sst die
Anleger auch vor
Immaobilienfonds

] zurlickschrecken - zu

;L - THEMEMSCHUWERPUMKT [Nyinracht, wie micht nur die
: Branche meint

In Pictures Nikon

DAILY SNAPSHOT
W Through the lens

Vienna
Radisson SAS Palais Hotel
Embassy
NH Vienna Airport
Hotel Astoria
Hotel Park Inn Vienna

CHHN highlights the best pictures
each day from arcund the world

All 242 hotels in Vienna »

From €119
From € 85
From €99

From €108
From € 89
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UEYO Example Web site
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%E’TO Intrusiveness (subjective)

Type Intrusiveness|  Pop-ups and overlapping
Sticky / Layer | +++++ layer ads are most intrusive
Pop-ups 4+ for me.

Interstitials ++++

Banner, +4++

dynamic

Video +++

Ad Games +4++

Banner, static | ++

Text +

Content +

Sponsering
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%6]‘0 Content Filter [1]

= Allows the user to opt-out of online ads
*= Flash ads
= Banner ads
* Text ads
= |ayer ads
= Frame-based ads
= Pop-ups

Ad blocking software Is a response to abusive activity
by advertisers.
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%6]‘0 Content Filter [2]

= \Web browser add-on (implemented for IE 5.5+)

= Works by a simple but effective set of rules

= No daily filter rule updates necessary

= Static and behavioral analysis (code could be obfuscated)
= Blocks the content from being downloadec

= User interface plays an important part of the solution since
the user has to deal with false positives

= Toggle filter on or off
= Whole sites can be whitelisted
= Temporarily unblock a Web site (Version 4.5)




%ero Feature selection

* Media Type (HTML element type, Object classid)

= Size (width x height)

* Dynamic Creation (document.createElement etc.)
= Different Domain (content domain != current domain)
= Different Host (content host != current host)

» URL tokens (delimiters [ =;:/.-*?])

* Target URL (Link analysis)

= Presence of HTTP redirection

= DOM tree and page position

= Element attributes

= |mage analysis

= Surrounding text, ...
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%ero Rule-based classifier

= Bloc
= Bloc
= Bloc
= Bloc
= Bloc
= Bloc

K all Flash-based content by default

K unwanted pop-ups

K ad banners based on their size

K content that comes from well-known ad providers
K Images based on ad-related keywords in their URL
K absolute-positioned DIV or IFRAME elements that

are @
= Don

curren

ynamically created
ot block content on sites that are whitelisted

tly, about 30 fine-graind rules are sufficient to block

over 90% of online ads.
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%ero Implementation

= Asynchronous pluggable MIME filter for ,text/html*

* Interpositioning script calls
window.open
document.write
document.createElement
etc.

not supported by Internet Explorer platform
exploited COM architecture

hacked vtable of several objects ;-)

* URL pattern matching

F = { Patterns }, |F|=m, U, |U|=n, ISAddURL(U,F)?
O(n)
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%&’TO Web Study

= Crawled front page of Alexa Global Top 500 Web sites
= Seml automatic classifcation into ad & non-ad content
* Focused on image classification

Type Count | Sites in% | Awvg | Median

Pop-ups 0 26| 52% | LI i 84% of Flash

Flash GO0 | 215 | 42.8% ?-.E 2 animations were ads.
non-ads | 10} 66 | 13 1% 1.7 I

ads 380 |82 | 36.3% 3.2 Z -

[mages 15081 | 456 | 00.8% | 35.0 27 10% of Images were
non-ads 4350 [ 432 | 90.0% | 31.7 24 ads

adls 631 249 | 49.6% .6 A

Text ads 72 44 &.8% |.6 |

Google ih 42 8.4% |.6 |

[ntelliTXT 3 A (1.6% | |

DIV layers 534 75 | 14.9% 7.1 2

Web bugs T30 230 | 45.8% 32 2

Tahle 1. Object Types
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%&’TO Testing Hypotheses

Are script generated Feature Precision | Recall
images |ike|y to be Script generated 28.5% | 32.1%
ads? [ifterent 2nd level domain 15.0% | 30.6%

Different 3rd level domain |3.8% | 83.6%
Are images hosted on | Query string in URL A% | 13.3%
another server are lmage dimensions in URL 34 9% | 28.6%
Iikely to be ads? Ad pattern in URL 05.5% | 63.3%

Are images with a Table 2. Characteristics of Image Ads

guery string in their precision(A = B) = P(B|A) = H"Fri’;‘l }‘T i
URL likely to be ads? N
recalllA = B) = P(A|B) = tAA BY
etc. ’ | 15}
»Ad pattern in URL" is still by far the best indicator.
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%&’TO Keywords Analysis

ey word Precision | Recall
ads UR.0% | 31.5%
banner AT0% | 16.4%
adv T9.5% [ 6.6%
click 3% | 4.7%
upload 1532% | 4.2%
adimages [00.0% | 3.3%
banners U4t | 3%
doublechick 100.0% | 2.9%
adimg 71953% | 22%
adserver [00.0% | 2.1%

Table 3. Keyword Analysis
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%ero Banner Dimensions

Width | Height | Precision | Recall
| Oty S UR. 7% | 6.0%
300 2500 [oo0ta | 3.7
120 Gl B0.72% | 5.4%
T28 Qi) [Oo00%s | 5.0%
468 Gl [oo0% | 4.4%

B 3 30.52% | 4.2%
|14 23 BOES% [ 3.0%
120 Qi) 1491% | 1.4%
| 86 47 sO0% | 1.3%
120 GO0 [000% | 1.3%

Table 4. Banner Dimensions
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UEYO Ads per Country

Country — Ls cn ip de tw uk hk br C7 Vi
Sites | 85 e 23 | & |5 | 1 9 0 9 B
in % 37.5% |6, 7% 4.6% 3.2% 3.0% 2.2% | 8% |.8% | .B% |.6%
Sites with ads | (03 (0 | & | (b | | 7 3 3 8 7
in % 54.8% B2 1% | 69.6% h2.5% T33% Hh3.6% 55.46% 55.6% 88.9% 87.5%
& Ads 557 1071 74 77 |45 52 26 52 38 194
Avg per site 54 15.5 4.6 7.7 1 3.5 74 5.2 1.4 4.8 27.7
Ad Pixels
Avg per site 179442 | 211,450 [ 99480 [ 195174 | 193,093 | 188,719 | 264,134 | 77.966 | 147,705 | 605949
Avo per object | 55,888 | 31588 | 35421 42,444 | 9,544 36,419 [ TO3R1 | 25,994 | 86316 | 21.208
Image Filter
Precision 06.5% 08.7% | 98.0% 96.9% 95.7% 88.9% 94.1% | 100.0% | 100.0% 94.9%
Recall 97.1% 73.9% | 94.1% 91.2% 82.6% 94.1% [ 100.0% | 100.0% 50.0%% 23.6%

Table 5. Ads per Country




Uuero

Quero vs. Adblock Plus

Filter Type Count | Ads | Blocked | FP | Precision Recall
Pop-ups 29 29 29 () | O0L0% [ T00.0%

Quero Flash F{aLJIII ?’:%j-lil WFJIIJ | 1E) 84 1% [ 100.0%
Version 3 4 .ll.ﬂﬂgc:; |398] | 1631 1454 52 o 4% | Bo.0%
lext 7l 71 71 (1 | 00.0% [ 100.0%

Owverall | 16771 | 2311 2244 | 162 92.8% [ 90.1%

1 Plie Pop-ups 24 29 29 (1 [O0.0% | 100.0%
[“I‘IJE'I‘E‘Z:L['”M Flash 690 | 580 36 | 4| 987% | 538%
195 rules .]I.'I'Iflg-:'bi I_ﬂﬁl |53 1 [ 103 | 151 B0 A% | A4
(2007-06-07) lext 7 I 71 71 ( | O0.0% | ] KEIEJ.(J?-b
Orverall | 16771 | 2311 EERREE BO.8% [ 39.0%

Adblock Plus ]?rnp—urn; 29 ,EL} 29 () IIJIJ.KEI?-E IIEI(J.U'?-“-:
Filter: Dr. Evil IFlash F{a*JIJ S8R0 EIH I 99.5% [ 35.0%
595 rules .]I.'I'Iflg-:'bi |5398] | 1631 92 | 130 sl 1% | 39.4%
(2007-06-05) Jext 71 71 71 ( | 00.0% [ 100.0%
Orverall | 16771 | 2311 [09a | 151 86.2% [ 40.9%

Table 6. Filter Results and Comparison
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UEYO AdBlocker: turned off
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UEYO AdBlocker: turned on
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%ero Ad Blocking Discussion

Ad blocking has become an integral part of

= Web browsers

= Pop-up Blocker

= |E8 InPrivate Blocking

*= Opera Content Blocking
= Add-ons

= Adblock Plus (Firefox)

= SafariBlock (Safari)

= Quero (IE)
* Internet Security suites
= Proxies




%ero IE8 InPrivate Blocking

New feature in IE8 aimed for blocking tracking scripts, 1x1
tracking pics, etc.

Addition to InPrivate browsing (prevents recording history
entries, new cookies, form data, passwords, etc.)

Self-learning algorithm or subscription based

Blocking rule: third-party content ,,seen“ on more than 10
different sites is regarded as a potential privacy threat

Can also be used to block common ad servers
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Why Web advertising works,
Quero WM :

almost

= Natural business model of information based media
= Keeps the Web essentially free
= Cheaper than conventional advertising

= |nteractive possibilities (at least Link to advertised
content)

= Success measurable to some degree (conversion rate)
= Personalizable (may affect privacy)
= Different pay models based on ,,real” impressions or clicks




%ero What's wrong though

The Interactive nature of the Web has been abused for
Intrusive advertising and user tracking/profiling

Web advertising business model is driven by greed
(increasing impressions, clicks) rather than balancing the
Interests of readers, publishers and advertisers

Rich-media ads slow down the actual Web page (waste of
bandwidth?)

Online ads deliver most hacks [Finjan]

The average European click-through rate (CTR) has
dropped to 0.18% according to [ADTECH 2007]

Excessive Web advertising has lead to Banner Blindness
[Benway]
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%6]‘0 Conclusion

* |ntrusive Web advertising is regarded as one of the major
annoyances of today‘s Web

= Ad blocking software has a long tradition: Google made
pop-up blocking popular; Adblock Plus most popular
extension for Firefox; IE8 has InPrivate Blocking

= The URL is still by far the best indicator for content
filtering

= Only a small number of rules is sufficient to block most ads
= Some sites are enforcing regulations on ads served to them

* Ad blocking users are usually geeks that would not click on
ads anyway




Quero

IE Team Chat

Q: IE7 crashes on these websites: {...}
A: Do you have phishing filter on?

Q: yes
A: Turn it off.
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