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Advertising is the art of convincing people to 
spend money they don't have for something 
they don't need. 

Will Rogers
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What is Quero

Quero is an add-on for Windows Internet Explorer 5.5+

Quero is a combined navigation/search/find toolbar

Quero is an ad blocker

Quero is a set of Browser Helper Objects written in VC++

CQueroBand : IObjectWithSite, IDeskBand, IInputObject

CQueroFilter : IInternetProtocol, IInternetProtocolSink
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Web Attacks

Categories

! Malicious code execution / injection

! Information disclosure / identitiy theft / spyware

! Intrusive advertising / adware

Methods

! Vulnerability-based (browser / Web app / input validation 
/ SQL injection / XSS / session hijacking, etc.)

! Configuration mistakes (directory browsing, source code 
disclosure, etc.)

! Social Engineering (Phishing)

! Obfuscation (polymorphism)
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Dimensions

! Medium

! text, image, video, audio

! Size

! Integration with Web page

! Interactivity

! Intrusiveness

! Privacy Impact
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Banners
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Video ads
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Text ads
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Pop-ups
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Sticky ads
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Ad Games
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Interstitials
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Content Sponsering
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Example Web site
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Intrusiveness (subjective)

+++Ad Games

+++Video

+++Banner, 
dynamic

++++Interstitials

+++++Pop-ups

+++++Sticky / Layer

Type Intrusiveness

Banner, static ++
Text +
Content 
Sponsering

+

Pop-ups and overlapping 
layer ads are most intrusive 
for me.
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Content Filter [1]

! Allows the user to opt-out of online ads

! Flash ads

! Banner ads

! Text ads

! Layer ads

! Frame-based ads

! Pop-ups

Ad blocking software is a response to abusive activity

by advertisers.



Content Filter [2]

! Web browser add-on (implemented for IE 5.5+)

! Works by a simple but effective set of rules

! No daily filter rule updates necessary

! Static and behavioral analysis (code could be obfuscated)

! Blocks the content from being downloaded

! User interface plays an important part of the solution since 
the user has to deal with false positives

! Toggle filter on or off

! Whole sites can be whitelisted

! Temporarily unblock a Web site (Version 4.5)
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Feature selection

! Media Type (HTML element type, Object classid)

! Size (width x height)

! Dynamic Creation (document.createElement etc.)

! Different Domain (content domain != current domain)

! Different Host (content host != current host)

! URL tokens (delimiters [_=;:/.-*?])

! Target URL (Link analysis)

! Presence of HTTP redirection

! DOM tree and page position

! Element attributes

! Image analysis

! Surrounding text, ...
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Rule-based classifier

! Block all Flash-based content by default

! Block unwanted pop-ups

! Block ad banners based on their size

! Block content that comes from well-known ad providers

! Block images based on ad-related keywords in their URL

! Block absolute-positioned DIV or IFRAME elements that 
are dynamically created

! Do not block content on sites that are whitelisted

Currently, about 30 fine-graind rules are sufficient to block 

over 90% of online ads.
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Implementation

! Asynchronous pluggable MIME filter for „text/html“

! Interpositioning script calls
window.open
document.write
document.createElement
etc.
not supported by Internet Explorer platform
exploited COM architecture
hacked vtable of several objects ;-)

! URL pattern matching
F = { Patterns }, |F|=m, U, |U|=n, IsAddURL(U,F)?
O(n)
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Web Study

! Crawled front page of Alexa Global Top 500 Web sites

! Semi automatic classifcation into ad & non-ad content

! Focused on image classification

84% of Flash 
animations were ads.

10% of images were 
ads.
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Testing Hypotheses

„Ad pattern in URL“ is still by far the best indicator.

Are script generated 
images likely to be 
ads?

Are images hosted on 
another server are 
likely to be ads?

Are images with a 
query string in their 
URL likely to be ads?

etc.
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Keywords Analysis
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Banner Dimensions
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Ads per Country
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Quero vs. Adblock Plus
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Ad Blocker: turned off
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Ad Blocker: turned on
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Ad Blocking Discussion

Ad blocking has become an integral part of

! Web browsers
! Pop-up Blocker
! IE8 InPrivate Blocking
! Opera Content Blocking

! Add-ons
! Adblock Plus (Firefox)
! SafariBlock (Safari)
! Quero (IE)

! Internet Security suites
! Proxies



IE8 InPrivate Blocking

! New feature in IE8 aimed for blocking tracking scripts, 1x1 
tracking pics, etc.

! Addition to InPrivate browsing (prevents recording history 
entries, new cookies, form data, passwords, etc.)

! Self-learning algorithm or subscription based

! Blocking rule: third-party content „seen“ on more than 10 
different sites is regarded as a potential privacy threat

! Can also be used to block common ad servers
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Why Web advertising works, 
almost

! Natural business model of information based media

! Keeps the Web essentially free

! Cheaper than conventional advertising

! Interactive possibilities (at least Link to advertised 
content)

! Success measurable to some degree (conversion rate)

! Personalizable (may affect privacy)

! Different pay models based on „real“ impressions or clicks
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What‘s wrong though

! The interactive nature of the Web has been abused for 
intrusive advertising and user tracking/profiling

! Web advertising business model is driven by greed 
(increasing impressions, clicks) rather than balancing the 
interests of readers, publishers and advertisers

! Rich-media ads slow down the actual Web page (waste of 
bandwidth?)

! Online ads deliver most hacks [Finjan]

! The average European click-through rate (CTR) has 
dropped to 0.18% according to [ADTECH 2007]

! Excessive Web advertising has lead to Banner Blindness 
[Benway]
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Conclusion

! Intrusive Web advertising is regarded as one of the major 
annoyances of today‘s Web

! Ad blocking software has a long tradition: Google made 
pop-up blocking popular; Adblock Plus most popular 
extension for Firefox; IE8 has InPrivate Blocking

! The URL is still by far the best indicator for content 
filtering

! Only a small number of rules is sufficient to block most ads

! Some sites are enforcing regulations on ads served to them

! Ad blocking users are usually geeks that would not click on 
ads anyway
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IE Team Chat

Q: IE7 crashes on these websites: {...}

A: Do you have phishing filter on?

Q: yes

A: Turn it off.
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